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Presenter Notes
Presentation Notes
Introduction and introduce the topic


Proprietary statement

This document and any attached materials are the sole property of Verizon and are not to be used by you other
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express written permission of Verizon.
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Editing Reality is Old

Goal of Al is to make it
Cheaper
Faster
Pass Scrutiny
Human Scrutiny

Al-supported Scrutiny
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Presenter Notes
Presentation Notes
Talk about the history of photo editing for purpose of changing environments or elicit reactions


Camouflage in Biometrics

Only has to be “good enough” for fraudsters
Biometrics for voice

Device fingerprinting

Going to need further markers

These will be replicated by fraudsters

Continuous cycle of defense improvement
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Presenter Notes
Presentation Notes
Talk about how camouflage improvement is only relevant to progress at the rate of detection – meaning improvements continue until viable solutions are reached


Uncanny Valley

Hold this in your head for a minute

Time, money, feedback, processing, software refinement
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Presenter Notes
Presentation Notes
Reference change in CGI images through Uncanny Valley on screen, relate to AI voice improvements over the past 3 years
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Presenter Notes
Presentation Notes
Introduce Moore’s Law improvement in technology and talk about the exponential rate of increased processing power through AI


Where are we now

Model- T made
Gas stations built

Service shops pop up across geographic areas

Chips made
Software applied
Trial and error of application

(Think NVDA > PLTR > X?)
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Presenter Notes
Presentation Notes
Describe the environment of change and how technological infrastructure is used to support through phased approaches – hardware, then software, then support and further improvement


Fraud an Al — Snapshot of the Moment

Al has been used in fringe cases, but isn’t being recorded in campaigns yet
E.g. De Stefano prank call (kidnapping/ransom)
Fake advertisements

We appear to be in the Uncanny Valley for voice, biometrics, video

Pictures — Al has most improved in this area
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Presenter Notes
Presentation Notes
Relate previous topics to current cases of AI voice fraud scams as it relates to banking. 


Verizon confidential and proprietary. Unauthorized disclosure, reproduction or other use prohibited.


Presenter Notes
Presentation Notes
Any questions?
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