
Crypto Scams
and Protecting our Clients



BEC was the #1 fraud – from 2015 to 2021
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From IC3.gov annual reports
• … 2015 – #17 by number of complaints - #1 by losses: $246,226,016
• … 2016 - #15 by number of complaints -#1 by losses: $360,513,961 
• … 2017 - #10 by number of complains - #1 by losses: $676,151,185 
• … 2018 - #6 by number of complaints - #1 by losses: $1,297,803,489
• … 2019 - #6 by number of complaints - #1 by losses: $1,776,549,688
• … 2020 – #10 by number of complaints - #1 by losses: $1,866,642,107
• … 2021 – #9 by number of complaints - #1 by losses: $2,395,953,296
• … 2022 – #9 by number of complaints - #2 by losses: $2,742,354,049
• … 2023 - #7 by number of complaints - #2 by losses: $2,946,830,270
• … 2024 - #7 by number of complaints - #2 by losses: $2,770,151,146
• … 2025 - #9 by number of complaints - #2 by losses: $3,046,598,558



FBI IC3.gov Annual Report
 It’s all about Crypto Investment Scams 



Almost Half of all Dollars STOLEN 
were from our Elders 

49.1% of money stolen in Investment Scams came 
from those over age 60!  $3.5 BILLION!

59.4% of money stolen in Tech Support Scams 
came from those over age 60! 

59.6% of money stolen in Gov Impersonation came 
from those over age 60! 

48.5% of money stolen via Extortion came from 
those over age 60! 

Romance Scams particularly target older adults.  
46.9% of victims were over age 60, while 67.9% of 
money stolen came from those over age 60! 



For the first time, Crypto was the #1 Payment Vehicle
 for Cybercrime - $11.3 Billion! 

Crypto is 54.4% of the total 
money reported stolen to 
IC3.gov in 2025! 

Investment Scams COULD 
NOT EXIST without Crypto 
as a payment rail. 

Crypto ATMs are one of the 
primary cash out models 
used by the Call Center 
Scams.   

Recovery Scams are follow-
ups primarily to Investment 
Scams. 



Investment Scams were 7.2% of complaints
and 41.4% of money stolen. $8.6 BILLION DOLLARS  



2025 FTC Consumer Sentinel agrees: 
Investment Scams are 4.75% of complaints
and 49.8% of dollars stolen.  $7.9 BILLION DOLLARS

Source: https://public.tableau.com/app/profile/federal.trade.commission/viz/FraudReports/FraudFacts



Belief: 
Only 2% of losses under $1K 
and 6.7% of losses over $1K 
are reported to Consumer Sentinel
(pg. 28)

$195.9 Billion

$81.5 Billion 
likely stolen from our elders
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What is a Crypto Investment Scam?

“Making a false or fraudulent 
statement to entice an investor”



A “False or Fraudulent Claim” 
enticing an Investment
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2026 Current Stats

• 195 Students registered
○ 98 submitting data, rest completing training

• 18,088 crypto investment scam sites submitted
• 33,024 wallet addresses reported
Stats as of 28SEP2026

Participating Universities

Live stats taken from leaderboard 

We’ve recruited students from 13 
Universities to help us



URLScan.io – we’ve shared 40,000+ Crypto 
Investment Scam websites  

Click “Search” and look for “task.tags:cryptoscam”



Some of the 340 sites that look exactly like this … 



IQExpress.pro gave me 9 Different
Cryptocurrency choices! 

EliteFinex and 
WealthGainCenter were 
non-functional, although 
they let me register 
and sent an email, they 
wouldn’t let me deposit.



The deposit addresses had been used 
171 times, receiving $36,534 

crypto address amount deposits first_used last_used
USDT TEsJc7Tg7fnmH3T3MRtY1ei57hWLwbDSyF $  13,646.24 63 21-Dec-21 4-Jun-24
BTC bc1qwhwf4f4pqz56u8vc4f9mu354hy0vzwq5l89m6w $  17,120.00 80 17-Nov-21 1-Aug-24
BTC 1FcGmJFiNUGjHmNu7qbwwRsF66KWE1Jaeu $    2,165.36 6 20-Jun-24 1-Aug-24
LiteCoin LSx8YGjUbL7SQP3i4GMipcka8qx5yHhFp5 $           78.75 1 17-Nov-21
Ethereum 0x85D2824A86FC23479eF420ABec0c30BaD4dEA2c6 $    1,379.99 13 25-Jan-22 9-Aug-24
DogeCoin DREeBN2G2fCH8UePmDahTvLyDCArd2PqS9 $    1,894.00 7 18-Nov-21 29-Aug-23
BNB bnb1hr85z0u68fparcr5wj6mzms3th726schhydmwl $         250.09 1
XRP rLceJbd5kYXcvCt63CY8ZAX3QxbXuLZhXd private 

$  36,534.43 171.00 17-Nov-21 9-Aug-24

The earliest deposit was November 17, 2021
The most recent was August 9, 2024 

But the addresses were originally used at “EasyBit247.ltd” 





The more you invest, the higher the return 

from 9% … to 23% WEEKLY



Choose your Crypto type

Our team harvests these addresses and reports them  

$2,988

$4,706 

$19,610 total volume

$78,432 



“My” Path to Disruption 



Reporting & Partnerships
Industry Partners

Law EnforcementCoinbase
Crypto Exchange Partner

Flagged wallet addresses are reported to Coinbase's platform within five minutes of 
student submission. Any user attempting to send funds to a flagged address is 
immediately blocked and alerted that they may be involved in a scam

PayPal
Financial Crime Intelligence (FCII)

Scam site and wallet intelligence shared with PayPal's FCII team to 
support SAR filings and disrupt fiat on/off ramps tied to crypto scams.

U.S. Secret Service
Global Investigative Operations Center (GIOC)

Weekly site reports for investigation and “letterhead” domain 
takedowns.

FBI
Data shared to IC3.gov and MCCU1 via Birmingham FBI 

Weekly site reports distributed to 4 field offices, used in support of their 
investigations and active cases.

Crypto Analysis Partner

Crypto Analysis Partner



Milestone #1: 40,000 websites labeled

(40,158 to be exact). In partnership with 
urlscan.io, we tag our reported websites as 
hashtag#CryptoScam, allowing them to be 
publicly searched on URLScan using the term 
"Task.tags:cryptoscam" 

The project which is now Scambusters was 
originally a classroom project in my UAB Course, 
"Investigating Online Crime" and was later 
continued in the UAB Computer Forensics 
Research Lab through sponsorship from 
Intelligence for Good. That website history breaks 
down like this: 

7,725 domains in 2023
7,655 domains in 2024 
9,746 domains in 2025 
15,031 domains so far in 2026! 

Of those 40,000+ domains, 10,248 are 
currently live and believed to be still 
hosting Crypto Investment Scam content:

10,248 are live
3,280 are parked
2,318 are seized, disabled, expired or 
otherwise non-functional 
24,047 are DEAD. NX_Domain or failure 
to resolve 

https://www.linkedin.com/company/urlscan/
https://www.linkedin.com/search/results/all/?keywords=%23cryptoscam&origin=HASH_TAG_FROM_FEED
https://www.linkedin.com/company/intelligence-for-good/


Milestone #2: 25,000 crypto 
addresses identified

13,372 of the USDT, ETH, and BTC addresses 
were found to have on-chain transaction history.

806 received deposits in the past 7 days 
(with total transaction history of 
$43,190,678). 

339 of these are mapped to a known 
currently live website. 
 

2439 received deposits in the past 30 days 
(with total transaction history of 
$96,306,382) 

982 of these are mapped to a known 
currently live website. 



But what is 
YOUR 

path to disruption? 



But they aren’t numbers.  They are people.
And some of them are YOUR CUSTOMERS



Investment Fraud DEPENDS ON CRYPTO 
But it isn’t ALL Crypto! 

19% of the Investment Scam losses reported to 

the FBI were via Wire Transfer. 

That’s $1.6 Billion! 

$258 Million via Credit/Debit Card
$344 Million in [CashApp/Zelle/Venmo/etc.]
$172 Million in Cash 



The Story of Mr. D of Madison, Alabama



At least 436 domains have all claimed to be “CEX.IO”
My team gathered crypto addresses from 64 of them.  



The Story of Mr. D of Madison, Alabama
On February 21, 2026 “Mr. D” was told he was no longer 
allowed to send crypto to “CEX.IO” – the investment 
website he believed he was using. 

He was instructed to wire $29,000 to the criminals, to 
an Indonesian bank account, and to indicate that it was 
“Payment for Antique Furniture.” 

Mr. D lives modestly.  He has never sent money to 
Indonesia.  

Suggested questions: 

“Oh!  How interesting!  What type of furniture are you 
buying?  How did you learn about the buyer? I’d love to 
see that furniture, could we look at the website 
together?” 



Mr. D cashes out his TSP.gov retirement 
liquidates a $365,000 401(k), paying a 
$73,000 tax penalty 

We contacted TSP.gov. 

We were told that any person can withdraw 
their own funds for any purpose if they are 
willing to pay the tax penalty. 

The Alabama Securities Commission sent 
agent’s to Mr. D’s door.  He refused to answer. 

He later received a certified letter from ASC 
informing him he was involved in a scam.  

He sent the letter to the scammers saying:

“HELP ME PROVE THEM WRONG!” 



On February  26th Mr. D attempts to wire $100,000 to 
“Gree Constracting Services Inc” in Houston, TX.

Gree Constracting (not a typo!) was created 19NOV2025. 
It’s a mule account for a Chinese Money Laundering 
Organization’s Professional Money Launderer. 

Questions to ask:  

How did you choose Gree Constracting of Houston to 
do home improvements in Madison, Alabama? 



On March 2nd, Mr. D tries to wire $75,000 to 
GHGC Construction of Brooklyn, New York 

GHGC Construction is another mule 
account for the same CMLO PML. 

Chao Huang formed the corporation on 
22DEC2025. 

Mr. Huang of Brooklyn, New York would 
be receiving his wire at a Truist Bank 
branch in Richmond, Virginia. 

Questions: Gee, Mr. D?  

We notice you didn’t send the $100k to 
the contractor in Houston one week ago. 

Help us understand the pivot to using a 
three-month old construction company in 
Brooklyn instead? 



The scammers establish a “same name” account 
for Mr. D.  He successfully wires $200K to them. 

Questions?

“Mr. Dang, can you tell us how you chose to 
open an account in Pittsburgh with Slovak 
Savings Bank, having never lived in Pittsburgh 
and having no family or business contacts in 
Pittsburgh?”



Crypto Scams
and a Global Cybercrime 

Infrastructure



The FBI’s Top Five Categories intersect heavily

Crypto Investment Scams:  dominated by Chinese organized crime but imitated by West 
African organized crime

BEC: dominated by West African organized crime 

Tech Support:  Scams run from India – but “cash/gold pickup” often using Chinese CMLO

Romance Scams: the key factor in most Crypto Investment Scams
but also used by West African organized crime

Gov Impersonation: started by Indian call centers, growing in Chinese scam compounds



Romance Scammers:  

• West African “Yahoo Boys” 
• Typically young and male 
• Between 2-3 million scammers 
• Often impoverished
• Looking for “Fast Money” 
• Unsophisticated and undisciplined 
• Tend to imitate Soldiers, Doctors, 

Celebrities, Oil Platform Workers
• Usually met on Dating Platforms or 

Facebook

• Chinese-run “Scam Compounds” 
• Often Human Trafficking victims
• 300,000 – 500,000 scammers 
• Casts much wider net via 

unsolicited SMS 
• Tend to imitate wealthy but 

unknown persons 
• Forced to follow tighty regimented 

“playbooks” 
• May be beaten, tortured, or killed 

for failing to deliver on established 
quotas

• Often uses LinkedIn as a targeted 
approach 
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Chinese Guarantee Syndicates: 
Crime-as-a-Service

By the summer of 2025, we were actively tracking nine 
“Guarantee Syndicates.”  
Between them they had more than 8,000 vendors!  

Each worked the same way.  
•  Vendors deposit a “Guarantee”
•  They are listed in a topical “Crime-as-a-Service” menu
•  The syndicate serves as “Escrow” for all transactions

Hai Hua (newest)!

Da Li



The previous “Biggest” : 
Haowang Guarantee (Huione Pay) 

Huione Pay’s Haowang Guarantee was first exposed by Elliptic in partnership with WIRED magazine

 July 2024 –    “an $11 Billion criminal marketplace” 
 January 2025 -    “The Largest Illicit Online Marketplace Ever” ($24 Billion!) 



FinCEN on Huione Group 

“Serves as a critical node for laundering proceeds of 
cyber heists carried out by the DPRK” 

FinCEN’s investigation identified 
that, in aggregate, Huione Group 
laundered at least $4 billion 
worth of illicit proceeds between 
August 2021 and January 2025.

Including AT LEAST: 

$37 Million from DPRK / Lazarus 
Group

$36 Million from Pig Butchering 

$300 Million from “other scams” 



Xin Bi (“New Coin”) Guarantee Syndicate 



Xin Bi is 100% criminal. 
This was their vendor menu



Category #1 卡商类 – 208 vendors
(Bank Card Merchants & Money Mule Providers)

Operational Scope: Supplying personal retail bank cards, corporate bank accounts (公户), cryptographic 
hardware USB security tokens (U盾), and merchant POS terminals to serve as disposable drop accounts.

人头 (Rén Tóu - "Human Head"):  A recruited identity mule whose personal identification documents are used to 
open bank accounts or shell corporate entities.

牛户 (Niú Hù - "Ox / Power Account"):  High-tier banking accounts with pristine transaction histories capable of 
absorbing large transfers without triggering automated anti-money laundering (AML) circuit breakers.

无视地区 (Wú Shì Dì Qū):  Bank accounts operable nationwide without municipal risk-control restrictions.



Category 2 - 代收付类 – subcategories 
(Collection and Payment / Inflow Funnels)

Vendors Subcategory Subcategory translation
208 一道卡接回U (大混/综合) First-Tier Card Refund (Mixed/Comprehensive)

42 一道常规卡接回U First-Tier Regular Card Refund
14 一道三黑/无视卡接回U First-Tier Blacklist/Ignore Card Refund

693 码接回U Code Refund
265 群引导 Group Guidance
13 二道卡接回U Second-Tier Card Refund
16 APP跑分 APP Scoring

107 救火卡扣 Fire-Rescuing Card Debit
33 NFC远程刷卡 NFC Remote Card Swiping

31 购汇 (香港公私户/跨境通)
Foreign Exchange Purchase (Hong Kong Public/Private 
Accounts/Cross-Border E-Commerce)

191 收U放料 (盘口料主放料) Receiving and Releasing Credit (Indexing Credit)



Category #3 – 承兑类 – Subcategories 
(Settlement, Acceptance & Cash Liquidation)

VendorsSubcategory Subcategory translation

261 现金业务 (滴滴现金/闪送/上门) Cash Services (Didi Cash/Flash Delivery/Door-to-Door Service)

11 现金业务 (证券拿现) Cash Services (Securities Cash Withdrawal)

11 现金业务 (U商拿现/黄金承兑) Cash Services (U-Merchant Cash Withdrawal/Gold Acceptance)

123
三方承兑 (微信/支付宝/网银二道
承兑)

Third-Party Acceptance (WeChat/Alipay/Online Banking Second-Tier 
Acceptance)

15 POS承兑 POS Acceptance

69 实物承兑 (货拉拉/快递/黄金手机) Physical Acceptance (Lalamove/Express/Gold/Mobile Phones)

160
礼品卡核销 (京东E卡/沃尔玛/大
润发/苹果卡) Gift Card Redemption (JD.com E-Card/Walmart/RT-Mart/Apple Card)

102
平台币核销 (游戏币/直播币/点卡
充值)

Platform Coin Redemption (Game Coin/Live Stream Coin/Point Card 
Recharge)

12 门票核销 (景区/迪士尼/酒店餐券) Ticket Redemption (Scenic Spot/Disney/Hotel Restaurant Vouchers)



There are easily THOUSANDS of individuals 
working in the United States as “Tap to Pay” 
Shoppers and “Cash/Gold Pickup Crews

Some Collection Crew Examples from ML BullCash Pickup / Gold Pickup 



“Collection Crew” / Cash/Gold Pickup 
groups depositing  more than100,000 USDT

hxxps://t[.]me/+1viBXdj8GK00N2Ux 588888588888U-AX Company Didi Cash Back U Public Group

hxxps://t[.]me/+BmGBB9sONtpmOTdl 486666Pledge 486666U Sanhe/Securities/U Merchant/Cash/Direct Takeout/Gold/Physical Commodities Public Group
hxxps://t[.]me/+y9JAkjVLGXAwZDM9 336888336888U-hy company Didi cash back U public group
hxxps://t[.]me/+BkLl7FhswFtjNWMx 319999319999U Rainbow Group Didi cash gold physical goods door-to-door return U public group
hxxps://t[.]me/+khkZMBJNjOtmYjNl 318888318888U No.9 Mansion Didi Cash/Door-to-Door U-Commerce Securities Public Group

hxxps://t[.]me/+UyDyVZjD7gU1NDZl 300000Deposit 300,000 USD/CHF, pay cash/gold, nationwide face-to-face transaction, direct collection public group
hxxps://t[.]me/+uyvpBWTgE9A5NDI9 299300Pledge 299300U Earth Gold Express/Liquor/Lalamove/Securities Direct Takeover Public Group
hxxps://t[.]me/+DlZjPsldUbhmN2Rl 292528292528U Tianji Group Didi Cash/Goods Hourly Delivery Public Group
hxxps://t[.]me/+L-YyVFMVah5jOTY1 270000270,000 U-Ahao/Securities/U-Business/Didi Lost Package/Gold Public Group
hxxps://t[.]me/+RugEn_9k6-U3YmUx 265888265888U Orange Full Cash Gold Public Group

hxxps://t[.]me/+daMFbLlL1Yw1OGJl 260000Deposit 260,000 U Global/Gold Express/U Merchant/Securities Door-to-Door Direct Collection Public Group
hxxps://t[.]me/+UKji5wFuz8E0MWMx 258888258888U Tianxing Group Cash Gold Public Group
hxxps://t[.]me/+1n6UwDaJm0I2YWQ1 238888238888U-ZEO Didi Cash Back Group

hxxps://t[.]me/+7YJPvobXi3BmNjBl 200000Pledge 200,000 U of gold cash and mobile phone express delivery to receive it back in U public group
hxxps://t[.]me/+abCB9a-45nM5YjVl 188888188888U Phoenix Cash/Gold/Technology Direct Access Public Group
hxxps://t[.]me/+amIK6dW0Z7QxZWQ1 188888Pledge 188888U Xinyuan Group Didi cash/gold physical/door-to-door service public group
hxxps://t[.]me/+bB8VLsuDs19hMDJh 149200Pledge 149,200 U-GM Group Didi cash/U-merchant securities/physical return U public group
hxxps://t[.]me/+lvUD1GcMB1UzY2Rl 138088138088U Tianting Group Didi Cash and Physical Goods Return U Public Group
hxxps://t[.]me/+UoeKLw5vzCIxYzk1 133333133333U Jinli Group Didi Cash Back U Public Group
hxxps://t[.]me/+qH9iHQcgBncyM2Y1 130000Deposit 130,000 U - Wanbang International Didi Cash Flash Delivery Back to U Public Group
hxxps://t[.]me/+QB_IEHfs-p5lOWY1 112666112666U-TMT Group Cash Back Public Group
hxxps://t[.]me/+Q7sMlD7TaTUwYWMx 111111111111U Huixin Group Didi Cash Back U Public Group
hxxps://t[.]me/+6cw4FeI0GX0zYjk1 110888110888U Niu Niu Didi Cash Back U Public Group
hxxps://t[.]me/+fc8_65ivYkwwYWU1 109488Deposit 109488U Gemini full slap Didi cash back U public group
hxxps://t[.]me/+ioP2ed0R4_Y0ZDk1 108888Pledge 108888U-AK Didi Cash/Express Mobile Gold Public Group
hxxps://t[.]me/+d-zIxhrnQuYwNmEx 106666Pledge 106666U Hongxing Payment/Door-to-Door/U Merchant/Securities/Cash/Gold Public Group
hxxps://t[.]me/+d6OsOTX2KhA5ZDAx 103333103333U Three Kingdoms Group Didi Cash (Fish Delivery) Return U Fast Public Group
hxxps://t[.]me/+yXfb2ONIHWs0ODhl 102000The group that deposited 102,000 U and Tianxia Group slapped Didi cash back U public group
hxxps://t[.]me/+Ipi-ZKzD9CczMWFl 100888Lin Jie, who is a Didi driver, is a public group for returning real money.
hxxps://t[.]me/+vGA2fBe1zd5iN2Y1 100188100188U Litong Group Didi Cash Flash Delivery Back to U Public Group



Breaking the Spell



FCA.org.uk 



FinCEN “pig butchering” Red Flags

* - VASP = Virtual Asset Service Provider – usually a Cryptocurrency Exchange







Crypto Transfers 

https://www.fincen.gov/system/files/2026-08/FinCEN-FTA-Digital-Asset-Investment-Scams.pdf



Wire Transfers: 
“Purpose of Funds” check 

What happens after a victim sends crypto to a scammer?  Now it needs 
to be laundered. 

Just like with Mr. D, the scammers are often working with Professional 
Money Launderers.  Often-Chinese individuals who have established 
LLCs and opened business banking accounts with those LLCs.

The individuals who are told to send money to those accounts rarely 
have a full “cover story.”  They are usually given a 3-5 word phrase to 
indicate “purpose for funds.” 



Crypto Transfers: 
“ask about investment” check 

The customer is being deceived – but often the deceiver has spent MONTHS building 
trust.   The deceiver may be “the most important person” in the victim’s life. 
A five-minute conversation with a banker is not going to over-ride that trust factor. 

Show “genuine interest” in their investment!  Ask if they have an app on their phone.  
Learn about their website. 



Gov Impersonation: “large cash withdrawals” 
“Who are you talking with?” check 

As a point of control and coercion, when a Government Impersonation scam is happening, the victim is usually required to 
stay on the phone the entire time.  This can often run into phone calls lasting multiple hours. 

It is important to understand that they have often been told that they will be arrested and/or deported if they do not obey the 
“FBI/HIS/DEA Agent” they believe they are speaking with.   They have been ordered by who they perceive to be Law 
Enforcement that they MUST NOT REVEAL to the bank why they are withdrawing their funds. 

If a Cash Withdrawal fails, they may be instructed to purchase Gold by wiring funds to a nearby gold dealer.   A Failed cash 
withdrawal should be flagged for any suspicious outbound wire transfers.



Intervention:   The guy in the car

I bank with PNC.

Recently my PNC branch started having a “greeter” … the door is opened by a friendly banker 
who welcomes me to the branch. 

But he is also trained to notice if there is someone waiting for me in the vehicle I arrived in.

Scenario One:   “Heads” 

A person recruited by a fraudster is 
being paid (possibly in drugs) to 
enter the bank using a counterfeit 
identity to withdraw funds from an 
account.

They will have a Drivers License with 
their photo, but the address of your 
account holder.  

Scenario Two:   “Elder Abuse” 

An elder or recent immigrant believes 
that they must withdraw their funds to 
avoid harm, arrest, or deportation to 
themselves or a loved one. 

They will likely show signs of nervousness 
or anxiety and may have been driven to 
the bank by the criminal. 



https://www.fbi.gov/how-we-can-
help-you/common-frauds-and-scams



https://www.staysafeonline.org/campaigns/thenandnow



https://www.aarp.org/lp/banksafe/



Much more on LinkedIn … 
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